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INTRODUCTION

In recent years security at America’s airports f@sised on such things as access control,
dangerous cargo, screening, and other measuresiasgowith activities near the airport
terminal. Today there’s a broader aspect of airpecurity that's gaining increased recognition;
the perimeter around the airfield as well as airparldings and other assets.

To meet this challenge Fiber SenSys offers a peeszcurity product designed specifically
with airports in mind. Theirport Defender ™ uses distributed point-locating optical fibers to
sense minute vibrations caused by intruders tryanglimb over, cut through, or dig under the
perimeter fence.  Software under the brand nam®TAmé™ allows the user to teach the
system through a process of simulating variouscgsupf nuisance alarms and real intrusions.
AutoTuné™ uses powerful search algorithms and simulationsypidly test and evaluate how
the system would perform when tuned using hundrefisdifferent possible parametric
configurations, and then it picks the best configion; the configuration that optimizes both
probability of detection (PD) and nuisance alarrte rfétNAR). This sophisticated software
automatically “learns” to distinguish the differescbetween vibrations caused by wind, traffic,
and heavy equipment and those caused by intrugieteg Airport Defender industry-leading
PD and ultra-low NAR. The all-fiber sensor is immeuto electromagnetic interference from
airport radar, as well as lightning strikes, anguiees no maintenance over the 20-year expected
lifetime of the product.

Airport Defender is designed to be the easiest and most effecavienpter system for airports
and other critical infrastructure. With on-sitelasopower generation and a wireless mesh
network, Airport Defender eliminates the cost and labor of installing poveerd network
infrastructure at the perimeter. By eliminatitng overhead costs and complexity associated
with infrastructure, Airport Defender saves hundreds of thousands of dollars and improve
installation schedules by weeks or even months.

DISCUSSION

Airport perimeters are large, often tens of kiloamstlong, and they frequently traverse varying
environments, from areas along wooded or grasspmedo parts that are heavily encumbered
by buildings, equipment, sidewalks, roads, andratifeastructure. These conditions often make
it difficult to put perimeter security sensors anduthe entire perimeter, and very expensive to
place localized security sensors around portiorth@fperimeter that are far from electrical and
communications infrastructure.

Fiber SenSys provides an elegant solution to tipesblems with theAirport Defender 525
(AD-525). This state-of-the-art sensor uses fityetics to detect slight vibrations of the fence
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and signal the alarm processor (APU) to sound ammalvhen intruders are presentut unlike
other systems the AB25 doesn’t require the expe of bringng power and communicatiol
lines to the perimeter, anstallinc the sensor electroni@s a central location and then stringi
non-sensing fiber out to the perime

Stringing power and communications wirout to remote partsf an airport erimeter can be
(and often is) more expensive than the securitypagent itself. For exampldnstalling optical
fiber and electrical power in buried conduit carstcbetween $20 and $30 per focSince
installerscannot simply trench straight acrose airport runway (becauskeat would shut dow
air traffic) the infrastructure ahoptical sensing cable must be put into conduit i trenche:
and buried around much tife airport’'s perimeter. This distance carthousands of yar, and
at $20 pefoot the cost to install this infrastructure casigeexceed $200,00

Airport Defender circumvents these problems by using a secure-speed wireless netwo
and on-site power generatighigure 1. Fiber SenSys can offer this new product becau
unparalleled electrical energy efficiency and emwmental robustness in our new p-locating
fiber-optic sensors.

Figure 1. The APU (housing electronics and optics) senseisturbances at the perimeter, along the optical ber. Alarms
created by these disturbances are communicated wiessly to the head end in the airport terminal. Rmote electrical
power (either solar or thermo-electric) powers the wireless modem and the AP
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The AD-525 electraptics module iextremely efficient, requiring only 8 watts monitor up to
25 zones. This low power drain means the 525 can operate off @dEmote powe-generating
systems like solar/battery atitermc-electric (TE). The ADB25 is also environmentally robt
and ratd for outdoor operation

Our unique fibemptic sensor is thkey to environmental robustnesther poin-locating

systems have expensive and highly sensitive lasdrgh are required for somfiber-optic

interferometers. The AD-52&souses interferometry, but unlileir competitor Fiber SenSys
usesspeckle interferometry, which allows the sensirgadnt to consi<of just one fiber. Thi:

enables us to use simple difie-shelf lasers that are highly robust and able taaipeoroperly

over a wde range of temperatur

The combination ofow power drain an@ rugged operatingemperature profile means th{D
525 can be laated remotely from the termir and powered using an @ite power sourc¢ such
as a TEgenerator or solar pane Competitors’products must be located in -conditioned
environments and may draw up to 500 watts, makingmt far too power hungry fi
remote/distributed installations.

Solar panels convert sunlight directly into DC é&lieal voltage using semiconductor matils.
The solar panels are used to charge batteriesuhdhe electronic equipmerAPU and wireless

Wireless modem

|

Controiler

Figure 2. The solarpowered module consists of solar panels that chardeatteries used to run the APU and wireles
modem. A controller optimizes the charging process The batteries are designed and sized to store argh energy to
power the system during nighttine and seasonally expected periods of cloud co\

The controller manages the flow of energy betwdsm d$olar panels, the battery, and

electronic equipment. When there’s an excess laf ®mergy the controller uses some of i

! This works out to B2 watts per zone. Compets’ systems require up to 500 wafs operatiol in addition to
the energy required for environmental controls, imgkhem impractical for operation using remote po
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recharge the battery, and when there’s no solaiggr(eain, nighttime, etc.) the controller uses
energy in the battery to operate the electronigpegent.

The solar-powered system is all solid state withmawing parts. In the northern hemisphere the
solar panels are mounted in a fixed, optimum oaigon facing south and tilted at 15 degrees
plus the local latitudé. We use fixed panels to simplify the system, givaptimum reliability
and greater MTBF. In most cases this also minisihe cost.

The solar-powered system is carefully designeckémh site to operate year round in all types of
weather. These calculations draw on data baséspleaify the average available solar energy
during any particular month at a particular locatio These data are used to determine the
required size of the solar panel and the capadithe batteries. For a typical North American
location the panels are roughly one meter squadetla® batteries (12 volts) are rated at 200
amp-hours. A single outdoor-rated box contains bag&ery, controller, APU and wireless
modem. This box is mounted slightly above the gbto the same metal pole that supports the
solar panels.

In most parts of the United States, particularky south and southwest, solar energy is plentiful
making the solar option an obvious and economidceholn those regions with inadequate solar
power the best choice for on-site power generai@TE generator. TE generators work on the
principal that heat applied to the junction of tdifferent semiconductors (or metals) creates a
voltage across the junction (figure 3).

This phenomenon has many applications and is thes loé operation for thermocouples. The
effect can also be used to generate electrical pdyeapplying a heat source to a properly
designed junction. For customers in areas withleqaate solar energy, Fiber SenSys offers a
commercially available TE generator. Since our AP&te so efficient and draw so little
electrical power, the TE generator (rated at 2Gsyaan operate the AD-525 (APU and wireless
modem) more than a year using the fuel in a sibgheed 500-gallon tank of propane. Like the
solar option, the TE generator has no moving gartsis extremely reliable.

2 For fixed panel systems designed to work year dotime solar panels are optimized for the montH wie least
amount of solar energy. This optimization involtiéting the panels 15 degrees toward the equaddal(tilt = local
latitude plus 15 degrees).
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Figure 3. The TE generator uses heat, applied to a speciallyesigned semiconductor junction, to generate eledtal
current. Because the AD525 is so efficient a single 5(-gallon buried propane tank holds enough fuel to rurthe system
for an entire year.

The third critical component of ttAirport Defender is the network. FoAirport Defender the
network requirements are simg

Wireless (to avoid the cost of installing wiredratructure
Low power (to operate off remote solar or TE posystems
Secure

Easy to use

Flexible architecture

a bR

To meet these system requirements Fiber SenSysairgdess modems fro Fluidmesh for the
Airport Defender network® This is a sethealing wireless network configurable in p«to-
point, point-tomultipoint, mesh, nd mixed topologies.

3 Approvals: FCC CFR 47 Part 15, class B; Industrpaiia RSS 210; C
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Figure 4. The wireless network can be configuredivirtually any topology, making it highly versatile.

Operating at 2.4 and 5 GHz, the system’s high badfttiwfacilitates transmission of both the
alarm data from the APU as well as from optionaheeas installed on the perimeter. The
network is Web based and fully compatible with @neras and video servers and ensures
security via proprietary communications protocolPN support and cryptography (SSL,
HTTPS).

Figure 5. The Fluidmesh wireless modem provides a flexihlgh-speed network that can be quickly
and easily set up.
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SUMMARY

These three components: fiber-optic sensor, reralgetrical power, and a wireless network,
when integrated together form a unique and powestlution for hard-to-reach perimeters.
With this integrated solution customers have ary-asise system solution that provides the
ultimate in perimeter sensing while eliminating theed to bring communications and power
wiring to the perimeter, saving hundreds of thodsaof dollars in many applications.
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