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1 Introduction

1.1 Description

MDTEST is the setup and maintenance utility software for the Digital Microwave Defender.
It provides all the tools necessary to set up the parameters of each detector: a visual
oscilloscope display mode, a tuning mode, a mode for observing previously recorded
events, and a mode for reviewing the alarm history. MDTEST offers the most precise and
reliable solution for tuning the MD5xxx series Microwave security system.

The purpose of this application note is to describe the functional capabilities of the
MDTEST software.

1.2 MDTEST Package Contents

The MDTEST package provides the USB to RS-485 converter with cable accessories to
enable communications from any compatible PC to the Digital Microwave Defender Rx
receiver.

usse PW TX Rx

Eiber Sepsys e

J 'S®late Rg.4es

Figure 1: MDTEST package contents: RS-485 to USB Converter, USB cable, and RS-485 cable.
The MDTEST software itself is available for download from the Fiber SenSys website.

1.3 PC Requirements

The following are the minimum system requirements for operating MDTEST software:

¢ Windows XP with Service Pack 3, Windows Vista with Service Pack 2, Windows 7
with Service Pack 1, or Windows 8

e CPU: 2.8GHz Intel Pentium 4 or 2.0 GHz Dual Core or faster

e Media Storage: 50 MB free space (recommend 1 GB to store Monitor & History)

e Available USB Port
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2 Installation and Configuration
This Application Note requires both the Microwave Defender Rx and Tx units to be set up,
powered, and operational per the MD5xxx Installation Manual.

2.1 Software Installation

To access the MDTEST application, please go to the Fiber SenSys website and download
the MDTEST software ZIP file. This file contains the MDTEST Application and Microwave
Defender system drivers. The website url is: www.fibersensys.com .

Download the MDTEST + Driver ZIP file to your computer. Double-click on the ZIP file to
observe the contents of the ZIP file, which should be a folder named something like
“‘MDTest vxxxxxx Download Rev x”. Double-click on this folder to locate the setup

application.
= o=
. | | e« MDTestv1.01.17017 Download Rev Azip » MDTestv1.0.1.17017 Download Rev & - |+ Search MD. ,OI
L P +
Organize ~ Extract all files =« Ol i@}
J temp i Mame Type Compressed size Passwc
. Tracing = =
= 5| MDTest Setup.exe Application 2882KB  Yes
& Virtual Machines
18 Computer
&, os(c)

Figure 2

In order to copy or run the setup application, you will need to know the download’s
password. To obtain the password, contact your Fiber SenSys sales representative or FSI
technical support. Visit http://www.fibersensys.com/contact-us for more information.

Password needed @

9 File MDTest Setup exe’is password K
protected. Please enterthe password in
the box below. o T

Password:

Figure 3

After you have entered the password, the setup application should begin. For most users,
the default values in the setup application will be acceptable. The rest of this section will
provide a detailed description of the purpose of each step in the setup process.
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15! Setup - MDTest o] B 3]

Welcome to the MDTest Setup
Wizard
This will install MDTest v1.0.1. 17017 on your computer.

Itis recommended that you dose all other applications before
continuing.

Click Mext to continue, or Cancel to exit Setup,

Figure 4
Click “Next” to continue.

15! Setup - MDTest

License Agreement
Please read the following important information before continuing.

Please read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation.

End-user license agreement. -

IMPORTANT-READ CAREFULLY:

This non-exclusive End-User License Agreement (EULA) is a
legal agreement between you (either an individual or a single
entitv) and Fiber SenSvs, Inc. { FSI ) for this software, which

includes computer software and may include associated media,

(RIS [URVRPFISNS. S PR, [ [, /SRS U, RS- P D SO u

-

1 accept the agreement

@) I do not accept the agreement

< Back Mext = Cancel

Figure 5

The setup application will require you to read and accept the license agreement. To
proceed, you must accept the agreement and click “Next”.
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Select Destination Location
Where should MCOTest be installed?

| Setup will install MOTest into the following folder.

To continue, dick Next. If you would like to select a different folder, dick Browse.

:\Program Files (x86)\Fiber Sens CTest] Browse...

At least 8.6 MB of free disk space is required.

[ < Back “ MNext = ][ Cancel

Figure 6

Either use the suggested destination folder or browse for one you might prefer. Click “Next”
when ready and proceed to Figure 7.

15 Setup - MDTest

Select Start Menu Folder
Where should Setup place the program's shortouts?

= i Setup will create the program's shorteuts in the following Start Menu folder.

To continue, dick Mext. If you would like to select a different folder, dick Browse.

FiDer Browse...

[ < Back ][ MNext = ][ Cancel

Figure 7

By default, the setup application will use or create a “Fiber SenSys” folder under “All
Programs”. If you would like to install MDTEST into a different folder, type the folder's name
or select “Browse...”. Then click “Next” to proceed to Figure 8.
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15! Setup - MDTest

Select Additional Tasks
Which additional tasks should be performed?

Select the additional tasks you would like Setup to perform while installing MDTest,
then dick Next.

Additional Settings
Create Desktop Icons

[ < Back “ Next = ][ Cancel

Figure 8

By default, the setup application will create a shortcut icon on the desktop for starting the
MDTEST application. If you would prefer not to have the icon created, uncheck the “Create
Desktop Icons box”. When you are ready, click “Next” to proceed.

15 Setup - MDTest

Ready to Install
Setup is now ready to begin instaling MDTest on your computer.

Click Install to continue with the installation, or dick Back if you want to review or
change any settings.

Destination location: -
C:'\Program Files (x86)\Fiber SenSys\MDTest

Start Menu folder:
Fiber Sensys

Additional tasks:
Additional Settings
Create Desktop Icons

[ < Back ” Install l[ Cancel

Figure 9

This panel summarizes the operations that will be performed during installation. If you
would like to change any settings, use the “Back” button to revisit previous changes. When
you are ready for the installation, click “Install’. The setup program will install both the
MDTEST application and the system driver for the USB to RS-485 converter.
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1) Setup - MDTest (=] @ [ | 15 Setup - MDTest [E= Nl
Installing Completing the MDTest Setup

Please wait while Setup installs MDTest on your computer, -
Wizard

Extracting files... Setup has finished installing MDTest on your computer, The

C:\Program Files (x86)\Fiber SenSys\MOTest\USB. Driver.exe application may be launched by selecting the installed icons.
Click Finish to exit Setup.

L_—

Figure 10
Click the “Finish” button to complete the Installation process.

2.2 Connect the Microwave Defender
This section will describe how to connect the PC running MDTEST to a Microwave
Defender device. Although MDTEST may be connected to either transmitter (Tx) or
receiver (Rx) devices, only connections to the Rx devices are required to tune and monitor
the system.

First, connect the RS-485 to USB converter to the PC using the USB cable. The green
power (PW) LED on the converter should be illuminated. Next, you will need to locate the
Microwave Defender Rx device and remove the green plastic radome cover to access the
device’s circuit board. Connect the RS-485 field serial ribbon cable from the USB
converter’s black 10 pin connector to the Microwave Defender Rx connector number J5
(See Figure 11).

PC Running
MDTEST
(o, ,
Connect to Rx
J5 Connector USB to RS-485 UsB
Converter :|
Field
al Li - oy =\
Serial Line RXLED | //Z' =
RS-485 R

Figure 11: RS-485 to USB connections to PC
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2.3 Determining the COM Port

The MDTEST software requires you to know the COM port used by the RS-485 to USB
converter. You must first install the MDTEST software, which will install the drivers for the
RS-485 to USB converter. See section 2.1 for instructions on installing the software.

The Device Manager software, built into Windows, is used to determine the COM port. To
start Device Manager under Windows 7, click on the Start button, type “device manager”,

and press Enter. Device Manager is also available under the Control Panel on all versions
of Windows.

Control Panel (3)

=y Device Manager
%5 View devices and printers
&=y Update device drivers

' Search Everywhere

|device manager| x| | Hibemate | » |

Figure 12: Starting Device Manager on Windows 7

Once Device Manager is started, locate the “Ports (COM & LPT)” entry. If the triangle to the
left of the icon is pointing right and not filled in, then the individual COM ports will not be

visible. In this case, you will need to click on the triangle to view the COM ports. See Figure
13 to see an example with two COM ports visible.

<=1 Device Manager

[E=3 EoR =3
File Action View Help
e | @ E HE RS

a5 FSI-LR-LAPTOP

b % Batteries

» {8 Computer

- Other devices

413" Ports (COM & LPT)

- L.J3 USB Serial Port (COM12)
[ USE Serial Port (COM3)
Processors
» Mt 5D host adapters

b -% 5ound, video and game controllers
b ;- Storage controllers

b M System devices

- ¢ Universal Serial Bus controllers
>-§ USB Virtualization

Figure 13: Device Manager with COM ports visible

10
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Once the COM ports are visible, you can determine the COM port for the RS-485 to USB
converter by removing the converter's USB cable and noting which COM port is removed
from the list in Device Manager. You will want to write down the number of the COM port
for later use. Then plug the USB cable back in to allow communications with the device.

3 Using MDTEST for the first time

3.1 Starting MDTEST

The MDTEST software can be started using the Desktop shortcut or by clicking on the Start
button and selecting “All Programs”, then “Fiber SenSys”, then “MDTest”. A startup window
will display momentarily while the main application is started.

nnnnnnnnnnnnnnn
nnnnnnnnnnnnnnn
ccccccccccccc

Fiber SenSys i

MDTest

Version : 1.0.1.17017

Copyright @ Fiber SenSys Inc. 2012

Figure 14: The startup window for MDTEST

3.2 Creating Installations and Groups

After the application starts, you will need to create an “installation” and a “group”. These are
like folders for organizing Microwave Defender devices: devices can only be created in
groups, and groups can only be created in installations. To begin, click on the arrow next to
the “page” icon and select “Add Installation”. Name your installation something like “My
Installation”.

11
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File Tools 7

B a% v I Disconnect Advanced Mode : OFF
" AddInstallation | | [ Corfiguration
Add Group
Add Device
l Installation Name

fsi

Ll Group Name

test

Figure 15: Adding an initial Installation and Group

Next, click on the arrow again and select “Add Group”. Name your group something like
“‘My Group”. In the future, you can create and organize installations and groups to suit your
needs.

3.3 Communications settings
The communications settings must be initialized before MDTEST can communicate with a
device. To initialize the settings, first click on menu bar “Tools”, then click on “Options”. This
will bring up the Options dialog window.

Options :
Comunication Settings | Languages

Serial Group Name my

Serial Settings
Port Number [] Remete Connection
g - Telephone Mumber

TimeOut (ms) :

500 Set Modem

IF Address
IP Port

TimeOut (ms) :

Figure 16: The Options dialog window

12
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If needed, click on the “Communication Settings” tab and select “Serial’.

This window is where you will select the COM port that you identified in section 2.3
(Determining the COM Port). To do this, click on the arrow below “Port Number” and

select the number of the COM port. If this number is not correct, you will not be able to
communicate with the Microwave Defender device.

Leave “Timeout” set to 500ms. Click “Ok” to save the changes.

Note: Fiber SenSys does not currently support the “Remote Connection” and “Ethernet”
connection features.

3.4 Connecting to a Microwave Defender Rx device for the first time

Connecting to a new device consists of three steps: identifying the device’s barrier number,
adding the device to MDTEST, and connecting to the device.

Identifying the device’s barrier number

The barrier number is the number that was assigned to the device using the procedure in
Section 4.1.2 step (0) of MD5xxx Analog and Digital Microwave Defender.

To read this number, you will need access inside the device’s radome. Change SW1 to
position 8 then adjust SW2 and SW3 until LEDs D9 and D10 are on. The value of SW3
indicates the tens value of the barrier number and the value of SW2 indicates the ones
value of the barrier number.

For example, if SW3 is two and SW2 is one, then the barrier number is 21.

Adding a device to MDTEST

To add a new device, first select the group in which the device should appear. Then click
on the arrow next to the “page” icon and select “Add Device”. This will bring up a window
for adding the device.

13
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Add Device ==

Group My group
() Device @ Barrier

Barmier Mumber

=

1 -

s

0K || Cancel

Figure 17: Adding a new device

To identify the device, select the “Barrier” button, the appropriate barrier number, and the
“‘RX” button. Press “Search Type” to confirm communications with the device. This should
report the device type. If not, then communications are not occurring properly. The most

common problems are with the cable itself, the communications settings (see Section 3.3)
or the device’s barrier number.

If the device was identified, click “OK” to add the device.

Connecting to the device

To connect to a device, first select that device in the tree on the left. Then press the
“Connect” button.

&l MDTest

File  Tools 7

J-% -4 | Connect
=1~ My installation

=l My group

Figure 18: Connecting to a device

A new window will appear requesting the password for the device. The password
functionality is designed to protect against remote changes to the device. Once someone
has physical access to the device, the password can be recovered by removing the radome
and pressing the “Password Recovery” button. The password will appear in the text box. If
you already know the password, you can enter it manually.

14
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Device Password @

Insert Device Password

Password Recovery

Figure 19: Entering & recovering the device password

Once the password is entered, press “OK”. The password window should close and the
“Connect” button in the main window should change to “Disconnect”. If not, then
communications are not occurring properly. The most common problems are with the cable
itself, the communications settings (see Section 3.3) or the device’s barrier number.

15
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4 MDTEST Features

MDTEST has many functions for managing the Microwave Defender “fuzzy” devices. This
section assumes familiarity with basic device configuration using the manual methods
described in MD5xxx Analog and Digital Microwave Defender.

After connecting to a device, the main configuration window of MDTEST will be displayed.

s . .
File s 7 —

2 ~& v id - | Disconnect Advanced Mode: OFF
fs Corguration  Osclloscope | Analog | Montor Hatory | Parameters Management | Others Commands | Martenance ‘
et

Device Number: 21 Device Type : MDS=D RX Server: Disconnected

Figure 20: Main Window

4.1 Oscilloscope Mode

Using MDTEST you can use the Oscilloscope mode to view the device’s received signal
and compare to the stored sensitivity settings. When the device is connected, click on the
“Oscilloscope” tab to switch to Oscilloscope mode and then “Start” to activate.

Osciloscope | Analog | Montor Hatory | Parameters Management | Others Commands | Martenance

Device Number: 21 Device Type : MOS0 RX Server : Disconnected

Figure 21: Oscilloscope mode

16
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The MDTEST Oscilloscope mode displays a line that represents the received signal. In
stable conditions the signal will be a flat line near the center. The example in Figure 21
shows a short period of quiescent signal followed by three intrusion movement conditions
within the barrier. The vertical axis represents the instant value of the signal received and
the horizontal axis represents the time from left to right on the graph.

The colored lines on the graph represent various settings, as described in the section about
Analog Mode.

4.2 Analog Mode

The Analog mode is one of the most important parts for analyzing and managing the
device’s operation. When the device is connected, click on the
“Oscilloscope” tab to switch to Oscilloscope mode and then “Start” to activate.

Configuration | Osciloscope | Analog | Manitor History | Parameters Management | Others Commands | Maintenance

Field
Commands

Thresholds
Mask |

Receive Threshelds

Send Thresholds Default

Analog Data
Prealam
Aam B
[Tamper ]
Fault
Test ( Test ]
Standby [ Standby |
[Temperature 24
Voltage 13336 mV
Channel 14
Ing Bala 879 m\
IAGC 7027 mV

Figure 22: Analog Mode

Analog mode has graphs showing the field signal and the AGC value. Right of the field
graph are the thresholds that can be set on the device, and right of the AGC graph are the
values that can be sent by the detector. For example, in Figure 22, the device is indicating
both an alarm and a tamper condition, a temperature of 24 C°, etc.

17
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To alter the thresholds, click on the “Stop” button and change the threshold by clicking on
the + or - buttons. Once the thresholds are set appropriately, click “Send Thresholds” to
write the threshold values to the device.

4.3 Monitor & History Mode
Microwave Defender detectors store up to 100 Monitoring events and 256 History events.
“Monitor” records 2.5 Seconds of each received signal. “History” records detector events
(e.g. Intrusion Alarm, Set Date/Time, etc). When the device is connected, click on the
“Monitor History” tab to enter Monitor & History Mode.

Configuration | Oscilloscope | Analog | Monitor History | Parameters Management | Cthers Commands | Maintenance

Monitor

Download Monitor

Number of Moniters -
1 a

Menitor

Clear Device ‘

11232012 4.06:16

P
| Export Monitor
Progressive DateTime EventCode Threshold Pre Threshold Ala Threshold Mask Up Me + History
47 1/23/2013 4:15:21 PM | Target Stoped Al... |- 387 mv Download History
43 1/23/2013 4:17:33 PM | Terminal Connect... |- -
43 1/23/2013 4:17:41 PM | Terminal Connect... |-
50 1/23/2013 422:50 PM | Monitor Request |- Clear Device
51 1/23/2013 4:24:12 PM | History Request IR
X | = |

Figure 23: Monitor and History window

The top half of the window contains the Monitor portion and the bottom half contains the
History portion. Begin by clicking on “Download History” to view the device’s event history.
The history can be written to disk by clicking on the “Export History” button.

To view the monitored signal associated with an event, select the event and click on

“‘Download Monitor”. The signal data can be written to disk by clicking on the “Export
Monitor” button.

18



" Fiber SenSys 4/

PERIMETER SECURITY

HIGH PERFORMANCE
HIGH RELIABILITY
HIGH SECURITY

Note: the “Number of Monitors” feature is not compatible with the Microwave Defender
devices and should be kept at 1.

4.4 Parameter Management Mode
In addition to the Analog Mode for managing thresholds, there are a variety of other
parameters that can be set on the device. While there are other mode in which some these
parameters can be adjusted, this mode brings the set of parameters together for
management as a group. When the device is connected, click on the “Parameters
Management” tab to enter Parameter Management Mode.

| Confiquration | Oscilloscope [ Analog [ Menitor History | Parameters Managemert | Gthers Commands | Maintenance |

Farameters Tools

Download Parameters [ Export Parameters ]

Send Parameters

[ ]
[ ]
[ ]
[ ]

Date Time Preal Up Preal Low Low Ala Up Ala Mask Channel Monitor

B 2 EEEED 15 15 % 60 1 )

*

Figure 24: Parameter Management mode

Each row in the table shows a particular parameter set. The following operations are
available using the buttons:

Name Result

Download Parameters

Adds a new parameter set to the table from the device

Send Parameters

Writes the selected parameter set to the device

Copy Parameters

Copies the selected parameter set to the Windows clipboard

Paste Parameters

Adds a new parameter set to the table from the Windows clipboard

Export Parameters

Writes the selected parameter set to a file

45 Other Commands Mode

To adjust the device password or clock, use the Other Commands mode. When the device
is connected, click on the “Other Commands” tab to enter Other Commands Mode.

19
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Cortfiguration | Oscilescope | Analog | Moniter History | Parameters Management | Others Commands | Maintenance

Password Cthers Values

DateTime
System Dats Time

Send System
DataTime to the
Device

Read System
DateTime

Device DateTime (MM/DD/YY hh.mm.ss):

I S —— H Send DateTime to l

the Device

Figure 25: Other Commands mode

To change the device password, you will need to enter the current password and two
copies of the new password. Once you have entered this information, press “Set Password”
to write the new password to the device. If you do not recall the current password, you can
use the password recovery mechanism by removing the device’s radome cover and
pressing “Password Recovery”.

To change the clock on the device, you can set the time in one of two ways:

e To synchronize the device’s clock with the clock of the computer running MDTEST,
press “Send System DateTime to the Device”

e To set the device’s clock to a specific time, enter the time into “Device DateTime”
and press “Send DateTime to the Device”. You will need to enter the data in the
following format: MM/DD/YY hh:mm:ss™.

After writing the clock time to the device, or to determine the current clock time on the
device, press “Read DateTime”. To determine the current clock time on the computer
running MDTEST, press “Read System DateTime”.

4.6 Device Databases
MDTEST stores all data in a database. Each new device is added to a database and data
associated with those devices can grow over time. When the database becomes too large,
slow-down problems may occur. Therefore, if the size of the database is more the 200 MB,

! The DateTime format MM/DD/YY hh:mm:ss values mean the following: MM is the number of the month (0-
12), DD is the day of the month (0-31), YY is the last two digits of the year (0-99), hh is the number of hours
(0 — 23) that have already occurred in that day, mm is the number of minutes in the hour (0-59), and ss is the
number of seconds in the minute (0-59).

20
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MDTEST creates a new database file that retains the structure of the original database
while removing older data. When it does this, MDTEST also creates a file in the backup
folder that retains the original data, so that it available for later analysis.

While this operation is automatic, the following manual data operations are available:

Name Result

New Archive the current database and create a new one.

Open Open selected database until closure of the application.

Save with Name Save current database in specified location.

Reset Database Deletes database content but not the structure (systems, devices).

Clean device data Deletes all data relating to the connected device (Monitor and
History).

Please visit www.FiberSenSys.com
To view additional product literature, tech tips and more

For more information, contact us at:

Email: info@fibersensys.com ¢ Web: www.fibersensys.com Flb er‘ Sensys -4.,:1—
LBl A _JEES_A _JNLA AL _JA.mE

2925 NW Aloclek Drive, Suite 120 ¢ Hillsboro, OR 97124 USA .
Tel: +1-503-692-4430 e Toll-free (US) +1-888-736-7971 High Performance - High Reliability - High Security

AN-SM-012 MDTEST Application Note Rev. C 1-13
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